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RareBooksClub. Paperback. Book Condition: New. This item is printed on demand. Paperback. 32 pages.
Original publisher: Washington, D. C. : U. S. Government Accountability OAice, 2006 OCLC Number:
(OCoLC)70211295 Subject: Computer security -- Government policy -- United States. Excerpt: . . . SEC did not
adequately audit and monitor security events. For example, SEC has not enabled audit trails for two of its
financial applications; it has not deployed an eAective intrusion detection system; and it does not have a
process to analyze security incidents. In addition, at least two of the servers under our review lacked virus
protection soIware. As a result, if a system were modified or disrupted, the commissions capability to trace or
recreate events would be diminished. In addition to electronic access controls, other important controls should
Other Information System be in place to ensure the security and reliability of an organizations data. Controls
Were Not Always These controls include policies, procedures, and control techniques to EAective physically
secure computer resources, prevent exploitation of vulnerabilities, appropriately segregate incompatible duties,
and prevent unauthorized changes to application soIware. Weaknesses in these areas increase the risk of
unauthorized use, disclosure, modification, or loss of SECs financial systems and sensitive information. Physical
security controls are important for protecting computer facilities Physical Security and resources from
espionage, sabotage, damage, and theI. These controls restrict physical access to computer resources, usually
by limiting access to the buildings and rooms in which the resources are housed and by periodically reviewing
the access granted in order to ensure that access continues to be appropriate. At SEC, physical access control
measures ( such as guards, badges, and locks - used alone or in combination ) are vital to protecting the
agencys sensitive computing resources from both external and internal threats. SEC has taken steps to...
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